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D Receiver
; 1211
/ "~ Receiver

; b {256 0 B2
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' | Non-Receiver
| 10.1.1.3

Destination
; o Address:

Limited Broadcast: 255, 255255 255is the broadcast address
Directed Broadcast: 192.168.10.255/24 is the broadeast address for network
192.168.10.0/24

85555 52 bl &y o) Muldeast 5) Unieast s & @¥8 S o8l gl

Sl Milticast §) Unicast s

Unicast Case Multicast Case
Source
M Q i

| AZ WA
S - Destination
The Legensd

= Router o Terminal Ulx UnicastAddress 147 Croup Address

@ Multicast Traffic W) Unicast Traffic s Unicast Path s Muliicast Tree
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Pv6

128-bit address

340 undecillion
possible addresses

IPv4

) _ Example:
32-bit address 2002:dbh8::8a3f:362:7897
4.3 billion
possible addresses

Example:
152.0.1.246
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IPv6 Explained

< 16 Octets 5

FDEC : BA98 : 7654 : 3210 : ADEC : BDFF : 2990 : FFFF

40 bytes Up 10.65,535 bytes
G e B e e e e

Base header Payload

Extension headers

- Data packet from upper layer
(Optional) P pper layer

i ey ol S IPE 2
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G g aSlons (s oS aid Router b SSsbisn ¥l (2 e

g W) & o6 b 9 o don s

1S il gy s
Basic Routing Process

IP Address: 192.168.1.2/24 IP Address: 192,168.3.2/24
MAC Address; 1111.1111,1111 MAG Address: 22222222 2222
Default Gateway: 192.168.1.1 Default Gateway: 192.168.3 1

Serrerd -

. Fagp= 192.168.2.1/30  ge /i WAL

192.168.4.1/24 192.168.2.2/30 © 192.168.3.1/24
ARAA AAAA AAAA BBEE.BEBE. BEBE

e Jospd & Interface b asd Interface =2 i C, Qe a .

Lﬁ? 1P c_g‘» mwl.z_ %g‘l @ah Jﬁpjw 4,_1 \5{ J;;_g. 4 3e Cﬁiﬁﬁﬁ‘ﬂl’&ﬁ@ﬁ% k_;’; e kﬁm & dlm_g 9 j.r
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v RIP (Routing Information Protocol)
v OSPF (Open Shortest Path First)
v" EIGRP (Enhaneed interior Getway Routing Protocol)
v BGP (Border Getway Protocol)
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Here is & packet for Hast B!

Heost A HostB

Heost E'i"s:-unmach'able'.l
hlu (CMF Infernet Controf Message Brotono/
IPs adal piamald 55 8,8 oo ) . So3odS 2y TP o ans sy ICMP o 5 Jlo els
S B et g SO IS g TOMP s s ovanyl S sy
g s 5 gk s Uy il e 35 ) sisb oty 3065 4 TOMP 5
bdie 5 uf ]afm% CMD 3 L.S'{-"m P - Lﬁg{?s} oy wﬁl ,j Jﬁ }. JJ-; '&Q ,%g\_& ‘_[JING Bsa J_:J }jj;‘ﬁb
555 Lo oS0 SO gl 5 SO0 5580us 0330 5) 3,0 85988 el S5y 1P
Ping 10.0.0.1 S

ey 4 (S el LS ak ey aegler Sl S

lsjfr @ nyyl-‘-ﬁ jl-é*lj‘ww‘g _ﬁ%‘r}dﬁ‘»—? léwu_}.’ a5 ‘ S 4

Reply from 216.239.32.20: bytes=32 time=199ms TTL=40
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Emuder 1

T4

Hamin gk =g

Router 2

e Catare %
" *

1

B - * g

A

\_*‘.?_.
[F

il
L}
&

Hiost A . : .
TP Time Exgeeded

TIL=3 Rauter

TiL=2

TTL=4

Router 2

=l T m—

L 4

ey
=

Ll

&

v -,

3 Sy
T

Hast i

IEHIP Eehe Regly

UL TTL o i oy

1 S wgaliy 2 TCMP 5 S Jpas o 4

No Unreachable

¢  ggin e 5

Host Unreachable

@S s

Port Unreachable

Destination Network Unlaown

Communication with Desdnation Nework is

Administrator Prohihated
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ddress Resolution Protocol)

3670 3955 o Broadeasts 5 e diasy 5 e MAC sy Jguos ol IP s el ) S P
gy Jor o (608 s (o ineS) by st (o 45 it oyl MAC (S5 4o 9l
Sept Qs a5 MAC o 5 S 03 gmpn dy oS dils iy 45 Jpior ARP'S 8 S 485 455 )

& 5 NP ol Se g 525 ga,s Broadeast S aSs d e J oS $s 0 ARP

Address Resolution
Protocol - ARP

IP over Ethernet

[158.108.22 | (15810823 | | 156.108.24 |

Y!_l

‘whohasiP | no. not me .
i 0.0:68:15.00:1

b ]

S oS g WS 55 goh g SO MAC ain s )l AT TP s g_,f Jsoe ARP é
@0k J ARP Cache L ARP 5 &S gty &35 &b Jui s ARP Reply s ARP Request
55 ARP o g Gl g 5 S LAN w068 320555 (2]
) Wy dam O Gl ey 085 885 o ARP
> s Sspe g 6 O i 5 ke S SO 0558 5 S

LR (.
gt

s

st @S dee (

Lgm‘g d«s—‘ﬁ P pend m:» S
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ARP -4 [P | o) A Gl gy TMAC ARP's
ARP - IP wspe el (S e ol g B ARP s
05 555 5 SO ety TP s 2 55

ARP -s TP MAC el e WA g 35 i AR

ARP —d TP [ dpeesd Seopsuss Jle S ARP s

DHCP (Dynamic Host Configuration Protocol)

LT
LR

DHCP Client " Rotitet DHCP Server |

— 1

’ | Dynamic Host
v N N | Configuration Protocol

g @l 09 p2p IP Uyuisloigh ity e 0 U5 8 i e 3 DHICP oy vdle g

oy DHCP ) 25 Jo g e oo S

Bl on Sis)S 5h g0 S5 8 g g 5l Wlag) 5 0 DHCP
1 SOl 5 S e ghen s Segnly ase SYLH SN TP S gpen e g55 des
@5 Ay g 088 15 8525 (GS'L) 0558 5 5. 3155 &) DHCP Discover s S 452 4 Broadoast
Shrh i g a5 DHCP » _335‘.5 45 28 &85 iy g DHCP s 3 _m.ﬁ . Uﬁ_u _3.15' (57 09 e
O sy DHCP Offer s sy 058 o 3 Sy % Unieast s & g3 isnsS's (2 5 wlpbo ) S dio
S 00 % g s 3sM o g8 4 gyl

DHCP s Broadeastsy s 55 alyoss 0,5 e 3oy 588 a ks jsuds

é{&)w “ﬁ\"gj ‘i\j 43-‘-'_5*.3.3
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5 g4 ol gie 5 DHCP Requests =
S0y Y Ol gie 5 DHOP Ack

G Sl gl o u:"f IP &g JjpesS

DHCP client DHCP server

— 1. DCHP Discover i

>

2. DHCP Offer

3. DHCP Request

>

4, DHCP Ack

Help! | don't have an address!

Client broadcast
DHECPDiscover

Server unicast
DHCPOSer

| How about this address? |

Client broageast
D_ﬁﬂpﬂaﬂ-uesi

Can't | just use the
address | had before?  Server unicast
DHCPACK

Awesome! I'm somebody now!

ehle o lySins o 5l Dymamic Host Configuration Protocal
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e

esg e 3V S a8 Jgo S s 555 o ik & 345 S5 sl ks g s TCP
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s @S ol Jad S0 2) gl (5 Sled o @ i d e 3 g8 @By

ACK flag ) oo g Rlos 0 o o9 W Jpag) S oo g )9 9 sl po 4 30
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T
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IS es sy 2Lk 100 SO o 8-S Jud & Walis 30 428 LT g a8 )

et s epes sratase s SN e o wshpsaflags s ) 5
w0 Jso g & w036 flags oo dmay nd b
Flag Binary Decimal
128
B
s
1

CR.  Congestion Window Rediced 1
ECE  ECH:Ethn 0
URGS  Urgent 0
ACK -Acknowledgement ¥
PSH  Push 0
o
0
(¥

=

= 28 8 <42 8

RET  Reset
SN Sun
FIH  Fin

HoOE @ oo

T T VN -
(TS -

oo b o oD o= O
= =N = =

1'.

ByS Joud! m’:‘%y daﬁlyé.ui 3 g gat 033 5 Ak flag 3 4 :SYN (Synchronize)
S St 0 o) Bt Biys 3888 gy st flag o o AACK (Acknowledg
(88 il w8 s gy 20d (02) $legles ‘Buffer suss flag go < (PSH (Push)

S St 48 ) A S ) 5w Flag g0 o SRST (Reset)

5

@ () 55 S I S ¢ 50 e g5 02 flag o (URG (Ungens)

g s ) Ul o 5 0 S 50 50 g5 Tlag 1o FIN (B

Header length: 20 bytes
= ElagE OKEL CRENG ACK)
009, .oun sass = Beserved: Not set
e SRR s = Norce:; Not set
= Congestion window Reduted (CWR): NOT set
= ECN-Echo: NOT s&t
s cama = UPGERt: Nt Set -
....... 1 .4 = Acknowledgement: Set &=
=

- PusH: NOT Set =
Reset: Not set @
cewe wwae el = BYN ONOT ST %=
® (S e ks R Getises _
window size: 65888 (scaled) & Pachiek Cratir; 2511,
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